KOHCTUTYUHUSJBIK JKOHE OKIMIILIIK KYKBIK/
KOHCTUTYLIMOHHOE U AJIMUHUCTPATUBHOE IMPABO

YK 34. 343.9
MPHTH 10.17.01

RENAT MEDIEV'
- dcademy of Law Enforcement Agencies under the General
28 Prosecutor's Office of the Republic of Kazakhstan,

Astana, Republic of Kazakhstan

—rh

-
i o OLEG LAGUTKIN’
S L ’CEO at "Fundamental Systems of Analysis", Astrakhan,
g Russian Federation

SYSTEM FOR PREDICTION OF OFFENSES IN THE FIELD OF PUBLIC
SECURITY

Tyiiinaeme. Ocbhl Makanmaga KYKbBIK OY3YIIBUIBIKTBI OOJKAay TEOPHUSCHI
Mocenenepl KapacThIpblIa bl (00MKaMIBIK aHATUTHKA). ABTOpIAp Ka3ipri 3aMaHFbI
TEXHOJIOTUSIIAPIBIH  MOCENIECIH 3EpPTTEUTIH KOHE JKAacaHIbl MHTEIUIEKTI Koca
aJFaHja, Kypaeial MareMaTUKaJbIK MOIETbIEPre TEOPHUSIBIK HEMECe KaparaibiM
IIeNrMIepAl OHaMIaTyFa MYMKIHIIK OEPETiH YIKEH IePEKTep KUBIHTHIFBIH OHICYTE
apHaJ FaH eHIMJII KypaJJapAsl TakjagaHy Moceleci KapacTeipraH. Koramibik
KAyilCi3[IK MOceNeNepiH IIemy YIIiH «HEHPOHIBIK Kelll  alrOpUTMIEPI»
(KBIIIMBICTApIbl  KOHE KYKBIKOY3YIIBIIBIKTEI ~ OOJDKAymblH —OediMaey Kyheci)
TEXHOJOTHACHIH KOJIJIaHY CaJjlachlHJa KOJI JKETKI3TeH IIeT eIACPIiH Taxipubeci
tanganasl. Conpaii-ak, TyHFbIIT TMJI ennepinae KbUIMBICTBI OOKay YIIIH apHAWBI
Oeitlimaeny xyuecin Kypy xoHe «lIperopman» KOFaMJIbIK KayilCI3AiK cajlachblHIa
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mienrMaep KaObuiaaybl KOJJAUThIH MHJIOTTHIK k00a KapacTelpbuiraH. Ocbuiaiiiia,
aBTOpJIap KeJlecl OHXBUIABIKTA KOFAMJBIK KAyINCI3AIKTIH THIMAUIINIH apTThIPY
KOHIHJET] THIMJA1 SMICTEpJIH HEri3lH KYPaWTbIH YJIKEH JepeKTepi, OOoKayllbl
aHAJIUTHKaHbl OHJAEY KYpPaJJapblHbIH  MAaHbI3IbUIBIFBIH  apTThIpAJbl  J€reH
KOPBITBHIH]IbIFA KEJe/1.

Tyiinai ce3gep: Oomxkamabl aHANIMTHUKA, KYKBIK OY3YIIBUIBIKTHI OoOJDKay,
’KacaHbl HEUPOHIBIK KEJIUTIK, KOFaMIbIK Kayinci3aik, «[Ipetopuan» AKBXK.

AHHOTanmMsA. B 1aHHOW cTaTeke paccMaTpUBarOTCA BOIPOCHI TEOPUU
OPOrHO3UPOBAaHUSA  MpaBOHApyHIeHUH (IpEeIUKTUBHAS  aHAJUTHKA). ABTOpHI
UCCIEAOBAIM BOIIPOC, KACATEIBHO COBPEMEHHBIX TEXHOJIOTHH, IO3BOJSIOMINX
IIEPEUTH OT TEOPETUYECKUX HWJIA MPOCTHIX, YIPOIIAIOIHUX PELICHUN K CI0KHBIM

MaTCMaTNn4CcCKUM MOIACIIAM, 151 BOCITIOJIB30BAaTbhCA IMPOU3BOANUTCIIBHBIMHU
HHCTPYMCHTAMU O6pa6OTKI/I OOJBIIMX MAaCCUBOB HAaHHbIX, B TOM Y9HUCJIC IIPHU ITOMOIIH
HNCKYCCTBCHHOT'O HHTCJIIJICKTA. HpoaHaJ'II/I3I/IpOBaH OIIBIT 3ap}76e}KHI)IX

WHHOBAITMOHHBIX KOMIIAHUW W HCCJICIOBATEIBCKUX TPYIII, JOCTUTIINX YCICITHBIX
pe3ynbTaToB B chepe MPUMEHEHUS allTOPUTMOB UCKYCCTBEHHBIX HEHPOHHBIX CETEH,
JUISL pellieHus MPAaKTUYECKUX 3a7ad B cdepe oOuiecTBeHHON OezonacHocTH. Taxxke
paccMOTpeHa BO3MOYKHOCTH pealiu3allii MWIOTHOTO MPOEKTa CO3/IaHUs OTHOW W3
nepBbix Ha mpocTtpancTtBe CHI' crenmanm3upoBaHHOW aJanTUBHON CHCTEMEI
IPOTHO3UPOBAHUSA TMPECTYMHOCTH U TONJCPKKH TNPUHATHUS peHIeHuil B cdepe
obecrieuenusi oOiecTBeHHON Oe3omnacHocTu «lIpeTopuany». ABTOpBI MPUXOIAT K
BBIBOJY, YTO B CIEAYIOIIEM JECATUJIETUU BO3PACTET 3HAYUMOCTh WHCTPYMEHTOB
coopa u 00pabOTKHM OOJBIIUX JIAHHBIX, HHCTPYMEHTOB [JId UWX aHalIu3a,
NPEIUKTUBHOW aHAJUTHKU, KOTOphie (DOPMHUPYIOT OCHOBY METONIOB MOBBIIICHUS
s pekTuBHOCTH 0OecTIeUeHHS 00IEeCTBEHHOM 0€30MacHOCTH.

KiloueBble  cioBa:  NOpeIUKTUBHAS  aHAJIWTHKA, TMPOTHO3UPOBAHUE
NPECTYIUICHUH, MCKYCCTBEHHbIE HEMPOHHBIE CETH, OOIIEeCTBEHHas 0€30MacHOCTH,
ACIIIT «IIpeTopuany.

Abstract. In this article, questions of the theory of prediction of offenses
(predictive analytics) are considered. The authors investigated the question of
modern technology allowing to move from theoretical or simple simplifying
solutions to complex mathematical models and use productive tools for processing
large data sets, including using artificial intelligence. The experience of foreign
countries that have achieved success in the field of applications of technologies of
"neural network algorithms" (adaptive system for prediction of offenses and
crimes), for solving problems of public security was analyzed. The project also
envisages the creation one of the first in Russia specialized adaptive system for
prediction of crime and support for decision-making in the sphere of public security
"Pretorian". Thus, the authors come to the conclusion that the importance of large
data processing tools, predictive analysts, will grow in the next decades, which form
the basis for effective methods of work to improve the effectiveness of public
security.
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Theories of crime prediction have been developing for a long time. For
example, in predictive analytics statistical methods, intellectual methods of data
analysis, game theories are used to compose a forecast of future events, current and
historical facts are analyzed. In the commercial sphere, forecasting systems are used
to identify opportunities and risks based on historical and factual data. Such systems
record the relationship between many work performed, which makes it possible to
assess the potential or risks associated with a particular set of conditions and is the
guide for making decisions about the possibility of concluding transactions [1].
Thus, modern technologies have made it possible to move from theoretical or simple
simplifying solutions to complex mathematical models and use productive tools for
processing large data sets, including using artificial intelligence.

In the law enforcement field, the issue of establishing interdependencies
between large-scale data and various nature for the purpose of crime prediction has
become relevant relatively recently:

a) develops theory and interdisciplinary approaches (criminology, computer
science, mathematics),

b) the technological barrier to the analysis of large data is overcome, and their
adaptation for security needs and tasks takes place (in fact, communication with the
law enforcement system is developing).

Forecasting crime is an interdisciplinary task that can be solved only by the
joint participation of criminological scientists (it is also possible to involve
additional sociologists or social psychologists), on the one hand, and specialists in
the field of information technology, not only programmers but also specialists in
analysis of large data and machine learning (it is also possible to attract more
mathematicians).

At the moment, foreign countries are taking the first steps in applying large
data analysis technologies to solve problems in public security, including the use of
neural network algorithms for recognition (objects, persons), as well as for
predicting offenses and crimes.

In China, interested in facial recognition and other artificial intelligence
technologies for crime prevention. Analyzing the behavior patterns, the authorities
will notify the local police about "potential criminals". The office in Guangzhou,
where machine learning of facial recognition systems is carried out, constantly
analyzes large data sets to track the level of risk of potential criminals. For example,
frequent visitors to various transportation hubs, regular customers of weapons stores
- they are most likely to be taken into account by the system. Even "shoppers"
(which are considered to be "high risk" zones) can get under suspicion, but if
someone buys a kitchen knife, this will not arouse suspicion, but buying a bag and
an ax will attract the attention of an intelligent system [2].

Police in the city of Chicago (USA) demonstrate higher performance when
using the system of prediction of crimes HunchLab [3]. This system combines crime
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statistics with socio-economic data, information on weather and business, trade and
on the basis of artificial intelligence algorithms generates crime forecasts in selected
areas of the city. An intellectual crime prediction system was launched in six
districts of the city and entered the disposal of the Chicago police in early 2017. The
result of its use within 7 months was a decrease in the number of offenses by 39%,
including. murders by 9-33%, compared with the same period last year.

It should be noted that Russian companies-developers of specialized software
for law enforcement are currently working in this area.

One such solution is the introduction of NtechLab's face recognition
technology into the CCTV system in Moscow [4]. The solution based on neural
networks collects data from 160,000 city video cameras and monitors the movement
of people or objects in real-time mode, identifies faces in the video stream, and
compares the search results with databases, in particular to identify fugitives.

Another promising project is the creation of the first in Russia specialized
adaptive system for prediction of crime and support for decision-making in the
sphere of public security "Pretorian" (LLC "Fundamental Analysis Systems") [5].
This is a system of predictive analytics (geospatial, geo-temporal) for predicting
crime, recognizing threats-based on analysis of large data, machine learning and
neural network algorithms to support decision-making in the areas of public
security, crime prevention, which will form the basis of "intellectual "Ensuring
public security (LED-police) and the proactive work of law enforcement agencies.

In general, the deployment of such projects means the onset of an "era" of
predictive analytics. Now, law enforcement agencies can be "armed" with new
forecasting tools to ensure and maintain law and order and public security.

The police must and can stay "at the right time in the right place" to prevent
crimes - that is, work "proactively" - instead of trying to react to the crimes that
have already occurred "reactively", when the innocent have already suffered and the
damage is done.

The theoretical basis for predictive analytics in the field of public security and
crime prediction is that:

- it is possible to identify many models of criminal behavior,

- to establish the significance of the factors that influence the commission of a
crime in a given place, at a given time (using large data analysis tools),

- to form spatio-temporal forecasts of the commission of crimes, using which
law enforcement agencies can carry out proactive interference and "manage the
decisions" of criminals - that is, force them to abandon plans for committing crimes.

The theory and practice of crime prediction is based on the fact that it is
possible to make probabilistic conclusions about future criminal activity on the basis
of available data [6].

To this end, the data obtained from direct (crime statistics) and indirect
sources (demography, economics, communication networks) are combined.

The nuance is that when constructing predictive models, it should be borne in
mind that criminality, as a phenomenon, has a systematic and non-systematic
component:
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- The systematic component can be predicted using logical determinants. You
can estimate the likelihood that the car will be stolen, for example, the location, the
characteristics and the time of day are known. The systematic component of
criminal activity allows analysts to assess the probability of an event occurring in
the future, and the non-systematic component requires researchers to estimate this in
the range of uncertainty.

- The non-systematic component of the crime is something that it is almost
impossible to predict. Because of an outburst of anger, a person can steal a car, theft
of which was not expected under normal circumstances.

A systematic (predictable) component of the crime can be detected using two
approaches: top-down or bottom-up.

- The "top-down" approach refers to the methods in which the user indicates
the predictors of criminal activity. Analysts suggest that certain factors, such as
environmental characteristics, time of day, weather and past criminality, affect the
likelihood of future criminal activity. These factors are included in the predictive
model, which generates forecasts for specific geographical units.

- The bottom-up approach does not require a predetermined theory of the
determinants of a crime. Instead, the algorithm is used to analyze a large amount of
data and identify patterns (patterns) of criminal behavior peculiar to a given
territory. These patterns often take the form of geographic clusters of criminal
incidents of "hot spots" and diagrams of social networks. The main advantage of the
bottom-up approach is that analysts are able to identify models they did not even
expect.

To date, there is ample evidence that in a "probabilistic" sense to predict
crime, at least according to a systematic component - more than realistic and
effective.

Collecting and analyzing data on crime, predictive models "imitate" the most
likely choice of a "potential" criminal, which allows law enforcement agencies to
suppress a crime before it occurs:

1. A place in which an intruder is likely to commit his next crime. It is proved
that after the burglary in a certain house, burglaries occur more often in the same
house or nearby for a certain period of time. The first thefts provide criminals with
information about what values remain and the schedule of stay of residents in the
area - ie. Local vulnerabilities are known. In addition, successful burglary leaves
traces such as broken windows that tell other that this place is more suitable for
criminal assault than the other. This leads to repeated thefts;

2. Place of use of firearms. Criminal "disassembly" of gangs can cause waves
of retaliatory violence in the local space (territory) of the rival grouping - this leads
to the formation of "criminal clusters in space and time";

3. The circle of persons with whom a suspect in crime can contact to get help.

The importance of individual factors (variables) on the basis of which
systematic and non-systematic components are described (that is, predicative
models are constructed) are established experimentally with the help of large data
analysis tools, for example, neural networks.
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But the choice of factors (variables) in the development of predictive models
follows the line of sociological and criminological theories.
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In this aspect, it should be noted that the essential difference between today
and yesterday is the amount of data available for collection and analysis, the
simplicity and speed with which these data can be analyzed, and the content and
accuracy of the information that can be extracted from this data [7].

The development of mathematical and statistical modeling, high-performance
computing, and GPS with the support of mobile devices now allow generating
quickly updated (operational) crime predictions and making them available to law
enforcement officials.

In conclusion, it can be noted that the complexity of methods of committing
crimes is constantly increasing. And this increasing complexity reduces the
possibility of reducing the level of crime with the help of common tools.

The amount of data collected by law enforcement agencies increases
exponentially, as they are registered from an increasing number of devices and
transactions - up to the transmission of electrical energy [8]. This will increase the
importance of large data processing tools, predictive analytics, which form the basis
for effective methods of work to improve the effectiveness of public security.
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