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AnbIC WETENAEPAEr KbIJIMbICTbIK COT ICIH XKYPTI3YAE XXACbIPbIH TEPTEY
OPEKETTEPIH XYPri3yal K¥KbIKTbIK PETTEY TOXIPUBECI

AHHoTauma. Ocbl fbifbiIMM Makana anbiC weTenaepaid KbIIMbICTbIK COT iCiH Xypridyae »acbIpbiH
Teprey apeKkeTTepiH XYPridyai KYKbIKTbIK peTTey TaxipubeciH Tangayra apHanfaH. KblMbICThIK npouecTte
XacbIpblH Teprey apeKkeTTepiH Xypridy 6apbiCbiHAA KYKbIKTbIK PETTeyAi KanbiNTacTblpy XoHE AaMbITy
Macernenepi kapacToipbiiagbl. KasakctaH PecnybnukacbiHbIH, KbITMbICTbIK MPOLECIHAETI KaCbIpblH Tep-
rey apekettepi 6onbiHWa 6aprbik 3aHHaManblK ©3repictep MeH TOMbIKThIpynap kapangbl. [epMaHusHbIH
KbIMMbICTBIK NpouecTik kogekciHii VIII 6enimiHae «kacblpbiH Tepreynepre» epekile Hasap aygapbliFaH.
3epTTeyaiH MaHbI3ObIbIFbl MEH ©3EKTINIriH kepceTe OTbIpbIN, aBTopriap KasakcTaHHbIH KyKblK KorngaHy
KbI3MeTiHAer undpnanabipyabl icke acblpy XaHe OHbIH Gapbicbl Typanbl GipHelle KOpbITbIHAbIFA Kenin
oTbIp. 3epTTey marepuangapbl OKy NpPOLECiHOE XOHe 3aH OKbITy OpblHAAapblHAA, OiNIKTINIKTI apTTbipy
WHCTUTYTTapbIHAA XXoHEe KbISMETTIK OalbIHAbIK XXyheciHae TabbICTbl KongaHblybl MyMKIH.

Tyningi cespep: KasakctaH PecnyOnukacbiHbIH KbINIMbICThIK NpoLeci, [epMaHusiHbIH, KbINMMbICTbIK
NPOLECI, XacCblpblH TEprey apeKkeTTepi, XKacblpblH Teprey.
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OonbIT MPABOBOIO PETYIIMPOBAHUA NMPOBEAEHUA HETMACHbDbIX CIIEACTBEHHbIX
OEWCTBUN B YTONNOBHOM CYAOMPOU3BOACTBE AAJIbHEIO 3APYBEXbA

AHHoTaumA. Hactosuwasa HayyHas cTtaTbsi NOCBSILLEHA aHanM3y OnbiTa NPaBOBOrO pPeryrmpoBaHus
NpoBeaeHNs HernacHbIX CneacTBEHHbIX AEWCTBMI B YrONIOBHOM CyOOMNpoOun3BOACTBE AanbHero 3apybe-
Xbsi. PaccMOTpeHbl BOMPOCHI CTAHOBIIEHUS U Pa3BUTMS MPABOBOrO PErynmMpoBaHUs MpOBEAEHMS
HermnacHbIX CNeACTBEHHbIX JENCTBUIA B YTONTIOBHOM MPOLIECCE M 3aKoHoAaTeNbHbIE M3MEHEHUS U OOMNOJ-
HEHWUs1 MO HernacHbIM CNeacTBEHHbIM AEWCTBMSM B YronmloBHOM npouecce Pecnyonukm KasaxcraH.
OrpenbHoe BHUMaHue ygeneHo Pasgeny VI, Tak HasbiBaeMbIX «CKpPbITbIX paccnegoBaHuiny, YronoBHO-
npoueccyanbHoro kogekca lepmanun. lNMogyepkmBas BaXKHOCTb M aKTyanbHOCTb UCCIeN0BaHWs, aBTOPbI
NPUXoASaT K BbIBO4AM O peanusaumm n npouecce LMgppoBmn3aLmm B NpaBoNpuMEHUTENBHON AeATenNbHO-
ctn KasaxctaHa. Matepuan nccrnegoBaHnsi MOXET YCMELIHO UCMONb30BaTbCA B y4eOHOM MpoLlecce B
IOPUONYECKMX YYEOHbIX 3aBEAEHUSIX, UHCTUTYTaxX MOBbILEHUS KBanudukaumm, B CUCTEME Cry>KebHoWm
NoaroToBKMU.

KnroueBble cnoBa: yronoBHbii npouecc Pecnyonukmn KaszaxcTaH, yronoBHbI npouecc epmaHuy,
HermnacHble CneacTBEHHbIE AENCTBUS, CKPbITbIE paccredoBaHuS.
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EXPERIENCE OF LEGAL REGULATION OF SECRET INVESTIGATIVE ACTIONS IN
CRIMINAL PROCEEDINGS ABROAD

Abstract: This scientific article is devoted to the analysis of the experience of legal regulation of
secret investigative actions in criminal proceedings abroad. The issues related to formation and
development of legal regulation for conducting secret investigative actions in the criminal process as
well as the legislative changes and amendments to unofficial investigative actions in the criminal
process of the Republic of Kazakhstan are being considered. Special attention is paid to the Criminal
Procedure Code of Germany, Section VIII of the so-called «hidden investigations». By emphasizing the
importance and relevance of the topic, the authors made a conclusion on implementation and process
of digitalization in the law enforcement activities in Kazakhstan. The results of the study can be
successfully used in the educational process in law schools, institutes of professional development and

within the professional development system as well.

Key words: Criminal Procedure of the Republic of Kazakhstan, Criminal Procedure of Germany,

unspoken investigations, covert investigation actions.

Almost five years have passed since new
Criminal Procedure Code of the Republic of
Kazakhstan (here in after — the Code of
Criminal Procedure) (July 4, 2014) entered
into force. During this period, scientists and
practitioners have repeatedly raised some
problematic issues of the current Criminal
Procedure Code of the Republic of
Kazakhstan, one of which is conducting
secret investigations.

These issues are resolved within the
framework of modernization of the procedural
foundations of law enforcement, where
Chapter 30 of the Criminal Procedure Code
of the Republic of Kazakhstan “Secret
Investigative Actions” was amended and
supplemented by 5 amendments:

1) in part 1 of Art. 248 of the Criminal
Procedure Code of the Republic of
Kazakhstan the word “audio” is excluded [1];

2) article 231 of the Criminal Procedure
Code of the Republic of Kazakhstan excludes
clause 8 “Secret controlled delivery” [2];

3) in article 234 of the code of Criminal
procedure of the Republic of Kazakhstan
sanctions for conducting secret investigative
actions are transferred to investigative judges
[3];

4) article 234, 240 of the code of
Criminal procedure of the Republic of
Kazakhstan introduces “specialized
investigative courts” and “specialized inter-
district investigative courts” [4];

5) article 240 of the Criminal Procedure
Code of the Republic of Kazakhstan contains
paragraph 1-1, which states that ‘a person in
respect of whom secret investigative actions
were carried out must be notified of this by
the criminal prosecution body without

familiarization with the results of secret
investigative actions within a period not later
than six months from the date of the final
decision on the criminal case’ [5].

Within the context of the study the
authors note that national legislators while
modernizing the procedural foundations of
law enforcement mainly pay attention to the
experience of foreign lawmaking: more
often — Western Europe. This looks logical as
continental legal system (Romano-German
family) is close to national lawyers.

First of all, analyzing the Code of Criminal
Procedure of foreign countries, attention is
paid to the fact that the institution called as
special investigative actions originates and is
being developed in the late 80’s — early 90’s
of the last century in the criminal procedure
legislation of a number of European
countries. It is regulated by the Criminal
Procedure Law aimed at collecting evidence
by secret means. The authors of the article
discuss the legalization of use of secret
actions and information in criminal process as
well as development of new procedural forms
based on secret actions (new investigative
actions for collecting proofs) [6].

Such actions were not only formalized,
but also detailed regulation in the code of
Criminal procedure and other laws of
Germany and a number of other States.

In the German code of Criminal
procedure  “covert investigations” are
reflected in Section VIII “Seizure, control of
telecommunications, computer search for
possible criminals on the basis of common
features, the use of technical means, the use
of secret investigators and search»:
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§ 99. Removal of postal and telegraph
dispatches;

§100 a. Telecommunications control;

§100 b. Jurisdiction in connection with the
issuance of an order to control
telecommunications;

§100 c. Measures applied without the
knowledge of the persons concerned;

§ 100f. Use of personal information;

§100 g. Obtaining information about
communication in the framework of
telecommunications;

§100 h. Other measures applied without
the knowledge of the persons they affect;

§100 i. Measures applied to mobile
phones;

§101. Notice; the destruction of personal
data;

§110 a. Full time covert staff;

§110 c. Penetration into a dwelling [7].

The analysis of the procedures for
conducting investigative actions in Germany
(according to § 99 of the Criminal Procedure
Code) illustrates that mail and telegrams sent
to defendant can be taken out if it is proved
that the accused is actual sender or
addressee and the mail content is of interest
to investigate.

However, according to Kazakhstan
Criminal Procedure Code secret control of
postal and other items is carried out if there
are sufficient justification that letters,
telegrams, radiograms, parcels, and other
postal items may contain information,
documents and items of importance for the
case (part 1, art. 246 of the Criminal

Procedure Code of the Republic of
Kazakhstan).

According to part 2 of this rule provided
that the investigator, the investigator

recognizes the need for secret control of mail
and other items, then a reasoned decision is
made, which is submitted to the investigating
judge and, in the case of giving them a
sanction, sent by the investigator, the
investigator to the post office or persons
providing services for the delivery of items for
execution.

According to the German Code of
Criminal Procedure, postal and telegrap mail,
the opening of which has not been decided, is
immediately sent to the addresse. This rule
also applies if, after opening, it is not
necessary to retain the postal and telegraphic

mail. Part of the detained postal and
Telegraph shipment, the retention of which is
not necessary for the investigation, shall be
sent to the specified addressee in a copy
(para. 5-6 § 100 German code of Criminal
procedure). That is, if there is a value for the
investigation of the contents of the postal item
is removed and may be presented to the
court as evidence.

According to the code of Criminal
procedure of the Republic of Kazakhstan, in
each case of inspection and (or)
familiarization with the postal and other items
by the investigator, the investigator in
compliance with the requirements of article
199 of this Code, a Protocol is drawn up,
which reflects the data of persons involved in
the production of the event, the name and
type of postal and other items subjected to
inspection and (or) familiarization, information
on the further delivery of the shipment with
the fixation of its content or without it (part 4
of article 246 of the code of Criminal
procedure).

The article 246 of the Criminal Procedure
Code of the Republic of Kazakhstan reflects
the secret opening and fixation of postal and
other items. Comparing these actions with the
seizure, which is carried out according to the
German Law, it can be noted that the seizure
of mail recipient (accused) will not be able to
get the content or receive only part of it. On
the other hand, the accused being in court
may refuse such evidence and imagine that
he/she knows nothing about these mail and
other items. While the control of mail and
other items ftrack the entire process of
delivery of these exhibits, and the timely
opening and fixation will preserve the content
which can appear in court as evidence in the
case of destruction of the accused content.

Thus, taking into account the
abovementioned, the authors propose the
article 246 of the Criminal Procedure Code of
the Republic of Kazakhstan to amend as
follows “Secret control, opening and fixation
of postal and other items”.

At the same time, in the content of part 1
and part 2, add the words “opening and
fixation”, which, in the authors’ opinion, are
the most effective procedures for conducting
investigative actions and are important for the
investigation. Hence, part 1 art. 246 the
Criminal Procedure Code of the Republic of

KyKbIK KOpFay opraHaapbl akageMusicbiHbIH apLubickl Ne2 (12) 2019 53



Kazakhstan will be amended as follows: “If
there are sufficient grounds to believe that
letters, telegrams, radiograms, parcels,
parcels and other postal items may contain
information, documents and items of
relevance to the case, they may be subject to
secret control, opening and fixation of postal
and other items”. There fore, part 2 art. 246
the Criminal Procedure Code of the Republic
of Kazakhstan will be amended as follows:
“having Recognized the need for unspoken
control, opening and fixation of postal and
other items, the investigator, the investigator
shall make a reasoned decision ..”. The
authors believes that this version of the rule
will more accurately regulate the procedure
for conducting investigative actions, as well
as, for example, secret control, interception
and removal of information transmitted over
networks of electric (telecommunication)
communications (article 243 of the Criminal
procedure code).

As specified in part 1 of article 243 of the
Criminal Procedure Code of the Republic of
Kazakhstan, secret listening and (or)
recording of voice information has to be
carried out using scientific and technical
means and (or) computer programs
transmitted by telephone or other devices that
allow to transmit voice information produced,
if necessary, by secret penetration and (or)

examination. Also, signs, signals, voice
information, written text, images, video
images, sounds and other information

transmitted by wire, radio, optical and other
electromagnetic systems can be intercepted
and removed. Thus the investigator, the
investigator give the corresponding order to
body of inquiry to operational services (h. 2).
In turn, the results of the secret investigative
action according to CH. 3 are fixed on the
corresponding material carrier which s
Packed, sealed and certified by signatures of
the official of authorized body who carried out
secret investigative action.

At the same time, the conditions and
grounds for carrying out such secret
investigative actions are specified in part 3 of
article 232 of the Criminal procedure code of
the Republic of Kazakhstan, where these
investigative actions are carried out in the
presence of cases of crimes, the sanction for
which provides for punishment in the form of
imprisonment from one year and above, as

well as crimes prepared or committed by a
criminal group.

This provision is similar to §100a of the
German Code of Criminal Procedure which
states that the control of telecommunications
is carried out without the knowledge of
persons, if there is a suspicion, on the basis
of specific facts about the Commission by a
person of a serious criminal act as an
executor or participant, or an attempt on a
criminal act, or prepared such a criminal act.

However, the German legislator in
paragraph 100i separately identified the
application of measures as a result of hidden
investigations on mobile phones, where it is
allowed to use, for example, the “IMSI
direction finder” to establish the identification
number of the device (IMEI) and the
subscriber identifier (IMSI), as well as the
location of the mobile phone in order to
investigate the circumstances of the case or
to establish the location of the accused
(para.1 § 100i German code of Criminal
procedure).

In addition, the Criminal Procedure Laws
of Germany are described in more detail all
the procedures of those or other actions
related to the control of telecommunications
— § 100b “Jurisdiction in connection with the
issuance of the decision on the control of
telecommunications”;, § 100g “Getting
information about connections in the
framework of telecommunications”; § 100h
“Other measures implemented without the
knowledge of the persons whom they affect”.

For example, article 242 of the code of
Criminal procedure of the Republic of
Kazakhstan “Unspoken audio and (or) video
control of a person or place”. Part 1 defines
the conduct of unspoken audio and (or) video
control of the person, and part 2 of the
unspoken audio and (or) video control of the
place. For carrying out these investigative
actions the investigator, the investigator give
the corresponding order to body of inquiry (h.
3) and the Protocol of delivery of technical
means is certified by signatures of the person
to whom it is handed, the employee of body
of inquiry and (or) the investigator, the
investigator (h. 4). Upon completion of the
unspoken audio, video control of the person
or place, the authorized body shall submit to
the investigator, the investigator relevant to
the case sound, video recordings in a sealed
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form with a cover letter, which shall indicate
the basis, the start and end time, the duration
of the recording (part 5).

Similar investigations in the German code
of Criminal procedure are provided for in §
100c “Wiretapping and recording by technical
means”, where, as in the other paragraphs, it
is stated that this covert investigation is
applied without the knowledge of persons on
suspicion, based on specific facts, that a
certain person has committed particularly
serious criminal acts, as a perpetrator or
participant, or attempted such criminal act,
also if the attempt is a criminal act (para.1).

To conclude the authors stress that
German legal scholars, the German criminal
process, on the one hand, serves as an
effective measure in the fight against crime,
and, on the other, protects the rights of the
accused, being the basis of the modern state of
law. Since the state effectively applies
substantive criminal law and always guarantees
the constitutional rights of the accused.
Therefore, in Germany, the Criminal Procedure
Law is often referred to as “constitutional law in

action”. The principle of the rule of law is
enshrined in Art. 20 of the Basic law of
Germany, as in art. 6 of the European
Convention on human rights, guaranteeing fair
criminal proceedings, consistent with the
principle of the rule of law [8].

However, during the analysis of
investigative actions, the so-called “hidden
investigations” under the Criminal Procedure
Code of Germany, with secret investigative
actions under the Criminal Procedure Code of
the Republic of Kazakhstan, it can be
concluded that each of them has its own
specifics.

Finally, this paper concludes that the
German experience in the disclosure and
investigation of crimes and the study of the
legal principles of the collection of evidence,
its secret status, forms of collection and
recording of factual data, in our opinion, will
provide significant material not only for
scientific  generalizations, but also to
determine the areas of improvement of the
organization and activities of law enforcement
agencies of the Republic of Kazakhstan.
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